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Abstract

The digital economy operates on the largely unchecked collection, exploitation, and commodifica-
tion of personal user data. Individuals lack meaningful control, transparency, and recourse against
this systemic data harvesting, despite regulatory frameworks like GDPR and CCPA. CitizenVault
presents a comprehensive, phased ecosystem designed to fundamentally shift power back to the in-
dividual. The journey begins with the CitizenGuard browser extension (Phase 1), focused on
automating the enforcement of existing data rights (deletion, access), providing foundational data
flow transparency, documenting non-compliance for early collective action, and offering basic di-
gital organisation. Building on this, the platform evolves into a standalone application (Phase 2)
offering advanced data control, proactive defence mechanisms such as data poisoning, enhanced
obfuscation, and AI-powered compliance analysis. Ultimately, CitizenVault aims to establish a new
paradigm of user-centric data control, sovereignty, and value exchange (Phase 3), facilitating
scaled collective action for legal accountability, establishing a secure decentralised digital identity
system, and enabling users to ethically control and potentially monetise their data via a transpar-
ent marketplace. This white paper details the CitizenVault vision, its phased technical and strategic
roadmap, the legal foundations, and its transformative potential to restore digital sovereignty to the
citizen.

1 The Problem: The Surveillance Economy & The Erosion of Autonomy

The modern Internet, while offering unprecedented connectivity and information access, is largely fun-
ded by a surveillance-based business model. Corporations and opaque data brokers continuously harvest
vast amounts of personal data, Browse habits, purchase history, location, communications metadata, and
inferred characteristics, often with nominal or engineered consent. This data fuels targeted advertising,
algorithmic manipulation, social scoring, and can influence everything from purchasing decisions to
political outcomes.

Individuals face significant barriers to controlling this flow:

• Lack of Transparency: It is nearly impossible to know which of the thousands of entities hold
one’s data or who they share it with.

• Burdensome Rights Exercise: While laws like GDPR and CCPA grant rights (access, erasure,
rectification), the manual process of contacting hundreds of companies is impractical and often
met with obfuscation or deliberate friction.

• Ineffective Consent: Cookie banners and lengthy privacy policies often serve as legal shields for
companies rather than genuine tools for user control. Many employ ’dark patterns’ or pre-checked
boxes violating unambiguous consent requirements (e.g., under GDPR and PECR).
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• Limited Tools: Existing privacy tools such as VPNs primarily mask IP addresses, and ad blockers
prevent some script execution, but neither address data already held by companies, deeper tracking
techniques, nor automate the enforcement of legal deletion rights across the board and document
non-compliance for potential redress.

This asymmetry leaves individuals feeling powerless, their digital autonomy systematically undermined
for corporate profit.

2 The CitizenVault Vision: Principles for Digital Empowerment

CitizenVault is founded on the principle that individuals should have ultimate control over their personal
data and digital identity. Our vision is built upon:

• Empowerment through Automation: Making the exercise of legal data rights simple, automatic,
and scalable.

• Radical Transparency: Illuminating data flows and exposing the practices of data controllers
and brokers.

• Proactive Defence: Enabling users not just to react, but to actively shield, mask, or control their
data before it is unnecessarily exposed.

• Restoring Sovereignty & Value: Creating tools and frameworks that give users true ownership
and control over their digital footprint and identity, including how it might be valued or verified,
and enabling direct compensation for controlled data sharing.

• Collective Accountability & Compensation: Leveraging the power of the user base to hold non-
compliant corporations legally and reputationally accountable, actively seeking compensation for
users where violations occur.

3 Phase 1: CitizenGuard – Automating Rights, Early Enforcement &
Organisation (The Foundation & Current Focus)

3.1 Core Product

CitizenGuard Browser Extension (Beta Launch).

3.2 Goal

To provide immediate, tangible value by automating the exercise of data deletion and access rights,
establishing a baseline of compliance monitoring, documenting evidence for potential compensation
claims and collective action, building user trust, and offering basic digital organisation.

3.3 Key Features

• Interaction Monitoring: Identifies potential data controllers based on user Browse activity (sign-
ups, logins, cookie acceptance, key interactions).

• Automated GDPR/CCPA Requests: Systematically sends legally formulated data deletion (Art.
17 GDPR) and access (Art. 15 GDPR) requests to identified controllers.

– Frequency: Initiates with a 30-day cycle per controller to ensure effectiveness and legal
reasonableness, with plans to evaluate and potentially offer more frequent cycles based on
risk profiles, user preference, and evolving legal interpretations.
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– Third-Party Disclosure Demand: Requests explicitly demand information on recipients or
categories of recipients with whom data has been shared (as mandated by Art. 15(1)(c)
GDPR). Crucially, CitizenGuard will parse and store these disclosures to begin building
a map of common data sharing pathways.

• Privacy-Preserving Proxy Email System: Manages communication (sending requests, receiv-
ing/parsing responses) via proxied addresses, shielding the user’s personal inbox and identity
while providing a verifiable communication channel.

• Compliance Logging & Dashboard: Tracks the status of each request (sent, acknowledged,
completed, overdue, refused). Flags non-compliant entities based on statutory deadlines (e.g., 30
days under GDPR). This log serves as the primary evidence base for identifying patterns of non-
compliance. The dashboard will categorise identified controllers (e.g., ’Ongoing Subscription’,
’Service Used’, ’Marketing List’) based on browsing patterns and optional email analysis (see
below), and note discrepancies in third-party sharing disclosures.

• Initial Third-Party & Policy Cross-Reference: CitizenGuard will attempt to cross-reference the
reported third-party sharing (from company responses) with the company’s publicly stated list of
third-party partners or categories in their privacy policy (where accessible). Discrepancies will
be flagged in the user’s dashboard, forming a basis for potential future action (See Phase 3).

• Basic Consent & Marketing Compliance Signal Monitoring: While browsing, CitizenGuard
identifies and flags common non-compliant practices related to consent and marketing opt-ins
encountered during key interactions (e.g. sign-ups, purchases). This includes:

– Detecting pre-checked marketing consent boxes (often violating GDPR/PECR ’unambigu-
ous consent’ requirements).

– Identifying potentially confusing or ’dark pattern’ language around cookie consent or data
usage.

– This feature provides users with immediate awareness and contributes data towards a
company’s ’compliance risk score’ (developed further in Phase 2/3).

• Optional Email Inbox Analysis for Controller & Subscription Identification (Advanced/Premium
Feature): With explicit user consent and leveraging secure processing (potentially local where
feasible), CitizenGuard can optionally scan the user’s email inbox to:

– Identify a wider range of potential data controllers from past communications (account sign-
ups, newsletters, receipts).

– Specifically detect active subscriptions and recurring payments, listing them within the
CitizenVault dashboard for user awareness and management.

– This complements browser monitoring for a more complete picture of the user’s digital foot-
print and commitments.

• Early-Stage Collective Action Facilitation & Compensation Focus:

– Evidence Generation: CitizenGuard directly uses the Compliance Log data (documenting
ignored/refused deletion/access requests, clear consent violations flagged, etc.) to build an-
onymised evidence dossiers against non-compliant companies.

– Regulatory Reporting: Provides users with simplified workflows or templates to report doc-
umented, persistent non-compliance regarding their requests directly to relevant Data Pro-
tection Authorities (e.g., the ICO in the UK).

– Legal Partner Integration: CitizenVault will actively seek partnerships with data protection
law firms from Phase 1. Based on aggregated, anonymised evidence of systematic non-
compliance identified across the user base, we will work with these partners to:
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* Assess the viability of collective redress actions (group claims/class actions).

* Explicitly seek financial compensation for users where regulations and legal pre-
cedent allow (e.g., for damages resulting from GDPR violations).

* Streamline the process for users to opt-in to relevant legal actions initiated based on
CitizenGuard data.

3.4 Technology Overview

Secure browser extension frontend; scalable backend (e.g., Golang microservices); managed database;
robust, scalable email sending infrastructure (such as AWS SES/SendGrid for deliverability and reputa-
tion management); secure email processing capabilities (for optional inbox analysis).

4 Phase 2: Standalone Application – Deep Control & Enhanced Enforce-
ment (The Roadmap)

4.1 Core Product

Integrated Desktop & Mobile Application (Expanding beyond the browser).

4.2 Goal

To offer users more comprehensive control over their data across all digital touch-points, introduce
proactive defence mechanisms, and provide deeper insights to strengthen enforcement actions.

4.3 Potential Features

• Full Network Monitoring (Optional, User-Controlled): Utilising secure VPN/proxy techno-
logy to monitor data flows from all applications on a user’s device, providing a complete picture
of data leakage points (Requires explicit user consent and addresses performance/privacy implic-
ations rigorously).

• AI-Powered PII & Compliance Analysis Engine: Exploring the use of on-device or privacy-
preserving cloud-based Large Language Models (LLMs) to:

– Analyse network traffic patterns (if Full Network Monitoring is enabled) for PII exposure
risks.

– Parse company communications received via the proxy email system (or scanned inbox,
if permission granted) to understand the nature of data held and assess the adequacy
and legality of responses to data subject requests.

– Analyse privacy policies and terms of service fetched by the system to automatically
detect potential violations of GDPR/PECR, unclear language, or discrepancies with
reported practices.

– Contribute to a more sophisticated ’compliance risk score’ for each identified entity,
feeding enhanced evidence into the legal action framework established in Phase 1.

• Data Poisoning & Obfuscation Suite: Tools to automatically fill online forms with plausible
but randomised/fake data; techniques to inject noise into advertising profiles; advanced browser
fingerprint masking.

• Local Data & Tracker Scanner: Utility to identify and clear tracking cookies, invasive scripts,
local storage caches, and other data remnants stored on user devices by websites and apps.
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• Secure Digital Vault Foundation: Initial development of a highly secure, encrypted space within
the app for users to manage credentials, notes, and potentially sensitive documents, laying ground-
work for future identity management features (See Phase 3).

5 Phase 3: The CitizenVault Ecosystem – Sovereignty, Scaled Account-
ability & Value Exchange (The Vision)

5.1 Core Concept

Evolving into a comprehensive platform for digital identity management, data sovereignty, scaled col-
lective action, and user-controlled data value exchange.

5.2 Potential Features & Goals

• Decentralised Digital Identity & Verifiable Credentials:

– Implement a secure, user-controlled digital identity system (e.g., leveraging DIDs/VCs or
similar cryptographic principles). Users can securely store digital equivalents of identity
documents and verified credentials.

– Enable trusted institutions (universities, government bodies, employers) to cryptographically
sign and issue credentials directly to a user’s CitizenVault identity.

– Users maintain absolute control over who can verify specific credentials and when. Veri-
fication happens cryptographically without necessarily revealing the underlying credential
itself.

– This secure identity layer not only streamlines verification and prevents fraud but also
serves as the foundation for users to provably own and control specific data attributes
they may later choose to share via the Data Value Exchange.

– Monetisation & Streamlined Onboarding: Create significant B2B value by allowing com-
panies (with user consent per request) to instantly verify credentials for job applications, loan
applications, KYC processes, drastically reducing onboarding friction and cost.

– Fraud Elimination: Link critical actions to the user’s cryptographically secured digital
identity, making many forms of identity theft and transaction fraud practically impossible.

• Scaled Collective Action & Automated Enforcement:

– Mature Legal Frameworks: Leverage established legal partnerships and potentially develop
in-house expertise to manage large-scale collective actions efficiently, building on the found-
ation from Phase 1.

– Automated Complaint Filing: Explore direct API integrations or advanced automation for
submitting well-documented complaints to DPAs based on AI analysis and aggregated user
data.

– Proactive Negotiation: Use the weight of aggregated data and potential legal action to pro-
actively negotiate better data practices or settlements with companies.

– Statistical Compliance Evidence: Continue aggregating anonymised data to generate reports
highlighting companies or sectors with poor compliance records for DPAs, policymakers,
and the public.

• User-Controlled Data Value Exchange & Marketplace (Opt-In):

– Moving beyond mere data protection, CitizenVault aims to empower users to unlock the
inherent value of their data on their own terms. This involves establishing a transparent,
secure, and strictly opt-in marketplace where:
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– User Sovereignty is Paramount: Users retain absolute control. They decide *if* they want to
participate, *what specific, verified data attributes* (potentially linked to their Decentralised
Identity) they wish to make available, *which vetted organisations* can request access, and
for *what specific purposes and duration*. Consent is granular, explicit, and revocable.

– Direct Compensation: Participating companies subscribe or pay per-request to access user-
approved data points through the CitizenVault platform. A significant majority of this rev-
enue flows directly to the user, reflecting the fair market value of their data contribution.
CitizenVault facilitates the transaction transparently.

– Ethical & Vetted Participation: Only organisations that meet strict ethical guidelines and
data usage policies (e.g., for market research, scientific studies, personalised service offers
explicitly requested) will be permitted to participate in the marketplace. All data usage
intentions must be clearly disclosed upfront.

– Contrast to Surveillance Economy: This model fundamentally opposes the current opaque
system. Instead of data being harvested and exploited without fair value exchange, users
become active participants who are directly compensated for granting controlled access to
specific data assets.

• Data Broker Intelligence: Publish detailed mappings and risk assessments of the data broker
ecosystem based on aggregated intelligence gathered through user request responses and analysis.

• B2B Compliance & Request Management Tools: Offer SaaS solutions for businesses to manage
incoming data subject requests efficiently, potentially creating a standardised channel and revenue
stream to support consumer advocacy.

6 Technical Architecture Vision (Holistic)

The CitizenVault ecosystem anticipates a scalable, secure, and resilient architecture: Cloud-native mi-
croservices; distributed databases (SQL/NoSQL); robust queueing systems for managing requests; ad-
vanced email infrastructure with analytics; cross-platform applications (Web extension, Desktop, Mo-
bile); secure APIs; potential use of AI/ML for PII detection, response analysis, and compliance checks;
cryptographic protocols for identity features (DIDs, VCs, zero-knowledge proofs); rigorous security
auditing and privacy-by-design principles throughout.

7 Legal & Ethical Framework

CitizenVault operates within the framework of existing data protection laws (GDPR, CCPA, PECR, etc.)
while anticipating future legislative developments. Key considerations include:

• Legal Basis: Grounded in the explicit rights granted to data subjects.

• Risk Management: Proactively addressing legal risks associated with automated requests, the
facilitation of collective action/compensation claims, and potential corporate push-back through
robust legal counsel and defensible operational procedures.

• User Privacy: Implementing stringent data minimisation and security practices for user data held
within the CitizenVault system itself. All aggregated data for reporting/statistical analysis will be
rigorously anonymised. Secure processing of optional email data is paramount.

• Transparency: Clear communication with users about how the system works, what data is col-
lected by CitizenVault, how it is used, the process for legal actions, and the mechanics of the data
value exchange.
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• Ethical Design: Ensuring all features, particularly the collective action mechanisms and the data
value exchange, are designed with user control, security, privacy, fair compensation, and benefit as
the primary focus, rigorously vetting any third-party participants (legal partners, data purchasers).

8 Market Opportunity & Business Model

The market for privacy-enhancing technologies, digital identity solutions, and data rights management
is rapidly growing, driven by increasing user awareness, regulatory pressure, and the inefficiencies of
current systems. CitizenVault addresses clear needs for effective data rights management, enhanced
privacy, trusted digital identity verification, collective redress, and controlled data value exchange.

• Initial Model (CitizenGuard - Phase 1): Freemium browser extension. Free tier offers core
functionality (rights automation, basic logging); Premium tier offers advanced features (e.g., op-
tional email scanning/subscription management, enhanced reporting, priority support, possibly
more frequent request options).

• Future Revenue Streams (CitizenVault Ecosystem):

– Premium standalone app subscriptions (Phase 2 features).

– B2B SaaS tools for compliance management (Phase 3).

– Transaction/verification fees for the credential verification/onboarding streamlining service
(Phase 3).

– Platform Fees from User-Controlled Data Value Exchange (Phase 3): Facilitating trans-
actions between users choosing to monetise specific data points and vetted companies seek-
ing access, retaining a transparent percentage as a platform fee.

– Potential contingency fees or success-based arrangements with legal partners for successful
compensation claims (subject to legal/ethical review).

– Partnerships.

9 Team

The development of CitizenVault is led by its founder, Christian A.D Kemp. Christian brings over a
decade of practical experience in software engineering, IT networking, and systems architecture, provid-
ing the core technical leadership necessary to build and scale the platform. His background includes
studies in Economics at SOAS, University of London, and Mathematics at LSE, which fostered a deep
interest in analysing complex systems and market dynamics.

Christian is driven by a core belief in enhancing social capital and addressing systemic imbalances
through technology. He envisions a future where data transparency and individual control can lead to
fairer digital interactions and potentially more responsive economic models. This foundational philo-
sophy – empowering individuals and promoting transparency within complex systems – is the driving
force behind CitizenVault’s mission to restore data sovereignty and value to the user.

Mohammad Fahimi contributes a unique blend of technical insight and strategic business devel-
opment to CitizenVault. With a foundation in Mechanical Engineering and over a decade of hands-
on experience in software development and computer science, Mohammad brings a cross-disciplinary
perspective that strengthens the platform’s approach to innovation and growth. Holding an MBA, Mo-
hammad combines market understanding with analytical rigor, applying data-driven research to shape
scalable business strategies. His expertise in market analysis and data interpretation plays a pivotal role
in identifying opportunities, guiding product positioning, and supporting go-to-market planning.
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Mohammad’s ability to bridge technical depth with commercial insight complements the founder’s
vision, helping steer CitizenVault toward sustainable growth and meaningful partnerships. His contri-
butions ensure that the platform’s expansion remains grounded in both technical viability and strategic
foresight.

The founding effort is supported by collaboration in business development and market research, and
CitizenVault is actively engaging with legal experts specialising in data protection and privacy law to
ensure a robust strategy for navigating the complex regulatory landscape and establishing frameworks
for collective action from the outset.

10 Conclusion: Towards Digital Citizenship

The current imbalance in the data economy is unsustainable and undermines individual autonomy, se-
curity, and economic fairness. CitizenVault provides a pragmatic, phased pathway toward rectifying this
imbalance. Starting with the CitizenGuard extension to automate existing rights and initiate collect-
ive accountability, the vision extends to a comprehensive ecosystem empowering users with proactive
defence, a secure digital identity, genuine data sovereignty, scaled enforcement mechanisms, and the
potential for direct economic benefit through a user-controlled data marketplace. CitizenVault is not just
a product suite; it is a movement to build the infrastructure necessary for informed, empowered, secure,
and economically recognised digital citizenship in the 21st century.

Call to Action

Join the CitizenVault movement. Install the CitizenGuard beta extension, contribute to building a more
transparent, secure, and equitable digital world, and stay informed about the future of digital autonomy,
identity, and value. Visit citizenvault.co.uk to learn more.
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